_UBND TINH HUNG YEN CONG HOA XA HOI CHU NGHIA VIET NAM
80 GIA0 DUC VA DAO TAO Poc lap - Tw do - Hanh phuc

S6: 1168/SGDDT-VP

V/v 04 16 hong méi trong BIOS cua
may tin, thiét bi DELL

, ~ ~ : 7/
iy e Ty, Kb’ 7o 0t oo Aty i 0 b 5 b £
Kinh guri:
- Céc don vi gido duc truc thudc;
- Phong GDDT cac hmyén/thi xd/thanh pho;
- Trung tAm GDNN — GDTX cdc huyén/thi xd/thanh pho;

Hung Yén, ngay 05 thang 7 nam 2021

Can cu Cong van s6 670/STTT-BCVTCNTT ngay 02/7/2021 cua S& Thong
tin va Truyén thong Hung Yén v/v 04 16 héng méi trong BIOS ctia may tinh, thiét
bi DELL. Theo thong bao ctia Cuc an toan thong tin v/v 04 15 héng méi trong BIOS
cua may tinh, thiét bi DELL (CVE 20”1 -21571, CVE-2021 21‘)72, CVE 2021-
21573, CVE-2021-21574) ¢6 thé két ndi véi nhau trong cac chién dich tin cong co
chu dich dé tin cong, kiém soat mdy tinh, thiét bi cua nguoi dung, tir d6 tan cdng
sdu vao cac hé thong thong tin quan trong khéc.

Pé dam bao an toan thong tin cho hé théng thong tin cua don vi, gop phan bao
dam an toan khong gian mang Viét Nam, dé nghi don vi, trudong hoc chi dao bo phan
chuyén mon thue hién ra soat, khic phuc nhimg 16 héng trén theo khuyén nghi sau:

1. Kiém tra, ra soat mdy tinh, thiét bi c6 kha ning bi anh hudéng boi cac 16
héng bao mat méi (CVE-2021-21571, CVE-2021-21572, CVE-2021-21573, CVE-
2021-21574) dé c6 phwong an xit 1y, khic phuc kip thoi. CA ap nhat ban va tuong Umg
theo phét hanh cua hang, trong truong hop chwa c6 ban vé can c6 phuong dn dé ngan
chin viéc khai thic 16 hong, dong thoi theo ddi thuong Xuyen thong tin vé 16 hong
dé cap nhat ngay khi c6 ban vé (tham khdo hudng dan keém theo Cong van so
806/CATT-NCSC guri kem).

2. Tang cudng gidm sat va san sang phuong én xu 1y khi phat hién c6 dau hiéu
bi khai thic, tin cong mang.

3. Trong truong hop can thiét c6 thé lién hé dau m01 hd tro cia Cuc An toan
thong tm Trung tam Gidm sat an toan khong gian mang quoc gia (NCSC), dién thoai
02432091616, thu dién tr: ais@mic.gov.vn.

Dbeé nghi don vi, truong hoc va t6 chire thuc hién./.ss.

Noi nhan: KT, GIAM POC
- Nhur trén; TR 1 A

- Ban Giam déc;

- Cac phong thuge Sa&;
- Luu: VT, VP.

P6 Tién Hing



BO THONG TIN VA TRUYEN THONG CONG HOA XA HOI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN boc lap - Tw do - Hanh phic

Sf): 806 /CATTT-NCSC Ha Noi, ngay 29 thang 06 ndm 2021
V/v 04 16 hong méi trong BIOS cua may
tinh, thiét bi Dell
Kinh gur:
- DBon vi chuyén trich vé CNTT cic Bo, co quan ngang B9,
co quan thudée Chinh phu;
- S& Théng tin va Truyén thong cic tinh, thanh phé truc thude
Trung wong;
- Cac Tap doan, Tong cong ty nha nudc; cdc Ngin hang
TMCP: cic to chire tai chinh;

- Hé thong cdc don vi chuyén trach ve an toan thong tin.

Ngay 24/6/2021, qua cong tic giam sat trén khong gian mang, Trung tdm
Gidm st an toan khong gian mang qubc gia (NCSC), Cuc An toan thong tin da
ghi nhan 04 diém yéu, 16 hong bao mat méi (CVE-2021-21571, CVE-2021-
21572, CVE-2021-21573, CVE-2021-21574) trong tinh nang BIOSConnect va
HTTPS Boot (tinh ning, ¢ong cu c6 san trén hau hét cic may tinh, thiét bi ciia
hang Dell dé hd tro viée cap nhat firmware va khoi phuc hé diéu hanh tir xa) trén
BIOS ctia cac may tinh, thiét bi hing Dell.

Theo danh gid so bd, dy la nhimg 16 hong c6 pham vi anh huéng twong dbi
16m, dén khoang 30 triéu thiét bi twong vmg véi 129 dong may tinh xach tay, may
tinh bang va mdy tinh ban. Pic biét 04 15 héng nay c6 thé két hop véi nhau trong
cac chién dich tin cong cé chu dich dé tan cong, kiém sodt may tinh, thiét bi cua
nguoi dung, tur do tAn cdng sau hon vao cac hé thong théng tin quan trong khac
(thong tin chi tiet c6 tai phu luc kem theo).

Nhim dam béo an toan thong tin cho hé théng thong tin ciia Quy don vi, gbop
phan bao dam an toan cho khéng gian mang Viét Nam, Cuc An toan thong tin
khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra soat mdy tinh, thiét bi ¢6 kha ning bi anh huong boi céc 16 hong
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trén dé c6 phuong an xu 1y, khic phuc kip thoi. Cap nhat ban va tuong tng theo
phét hanh ctia hing. Trong truong hop chwa ¢6 ban va can c6 phuong 4n dé ngin
chin viéc khai thac 16 héng, dong thai theo di thudng xuyén thong tin vé 16 hong
dé cap nhit ngay khi c6 ban vé (tham khao hwréng dan kém theo).

2. Ting cuong giam sat va sin sang phuong an xi 1y khi phat hién c6 dau
hiéu bi khai thac, tan cong mang.

3. Trong truong hop cAn thiét c6 thé lién hé dau médi ho tro cua Cuc An toan
thong tin: Trung tdm Giam sat an toan khong gian mang qudc gia (NCSCQ), dién
thoai 02432091616, thu dién tu: ais@mic.gov.vn.

Tran trong./.
Noi nhin: CUC TRUONG
- Nhur trén; )
- B trwong (de b/c); '
- Tht truéng Nguyén Huy Diing (dé b/c);
- Cuc A05, B6 Cong an;
-B6Tu 1én}1 86, B6 Quoc phong;
- Ban Co yeu Chinh phu;

- Cuc truong;
- Luu: VT, NCSC.




(WS

Phu luc
Théng tin vé cic 16 hdng bio mit
(Kém theo Céng vin s6 /CATTT-NCSC ngay / /2021
cita Cuc An toan thong tin)

1. Thong tin vé cac 10 hong

TT Ma I6i Mirc d6 M5 ta

L5 hong trong Dell BIOSConnect

1 CVE-2021-21571 C\ggn(% bll)nhi 9 va Dell HTTPS Boot cho phép gia

mao chirng thw so6.

L6i tran bé dém cho phép vuot qua

CVE-2021-21572 céc co ché kiém soat dé thuec thi cac

CVE-2021-21573,
CVE-2021-21574

Cao doan ma doc hai véi quyén nguoi
CVSS(3.1):72 diing quan tri.

Khai thac duoc khi ¢6 quyén truy

S

cap cuc bo.

2. Cac san pham bi anh hwéng

San phAm anh BIP g;en;‘ba:; Supports Supports | Ngay phat hanh
hwéng n;‘?? P | BIOSConnect HTTP(s) Boot | (MM/DD/YYYY)
E\é‘e“wa"e m15 133 Vs T 6/21/2021
Chen Ming

600 g : 1.4.1 Yes No 6/23/2021
g;lgi‘ngg 1.4.1 Yes No 6/23/2021
Dell G15 5510 1.4.0 Yes Yes 6/21/2021
Dell G15 5511 133 Yes Yes 6/21/2021
Dell G3 3500 1.9.0 Yes No 6/24/2021
Dell G5 5500 1.9.0 Yes No 6/24/2021
Dell G7 7500 1.9.0 Yes No 6/23/2021
Dell G7 7700 1.9.0 Yes No 6/23/2021
?f}’gmn b 2.1.0 A06 Yes Yes 6/24/2021




Inspiron 15

5518 2.1.0 A06 Yes Yes 6/24/2021
Inspiron 15 !

7510 1.04 Yes Yes 6/23/2021
Inspiron 3501 1.6.0 Yes No 6/23/2021
Inspiron 3880 141 Yes No 6/23/2021
Inspiron 3881 1.4.1 Yes No 6/23/2021
Inspiron 3891 1.0.11 Yes Yes 6/24/2021
Inspiron 5300 1.7.1 Yes No 6/23/2021
Inspiron 5301 1.8.1 Yes No 6/23/2021
Inspiron 5310 2.1.0 Yes Yes 6/23/2021
Enspuron S04 1.7.0 Yes No 6/23/2021
2nl

Inspiron 5400 A
AIO 1.4.0 Yes No 6/23/2021
Inspiron 5401 o o Yes No 6/23/2021
Inspiron 5401 ,,

AIO 1.4.0 Yes No 6/23/2021
Inspiron 5402 1.5.1 Yes No 6/23/2021
Inspion 3306 1.5.1 Yes No 6/23/2021
2nl

Inspiron 5408 1.7.2 Yes No 6/23/2021
Inspiron 5409 1.5.1 Yes No 6/23/2021
Inspare S 2.1.0 Yes Yes 6/23/2021
2-m-1

Inspiron 5501 1.72 Yes No 6/23/2021
Inspiron 5502 131 Yes No 6/23/2021
Inspiron 5508 1.7.2 Yes No 6/23/2021
Inspiron 5509 1.5.1 Yes No 6/23/2021
Inspiron 7300 1.8.1 Yes No 6/23/2021
Inspiron 7300 1.3.0 Yes No 6/23/2021
2nl

g;flp‘m“ s 15.1 Yes No 6/23/2021
Inspiron 7400 1.8.1 Yes No 6/23/2021
Inspiron 7500 '1.8.0 Yes No 6/23/2021
Inspiron 7500 ‘ ,

71 - Black 13.0 Yes No 6/23/2021
Inspiron 7500 13.0 Yes No 6/23/2021
2nl - Silver

Inspiron 7501 1.8.0 Yes No 6/23/2021




g’flpm’“ 40 15.1 Yes No 6/23/2021
Inspiron 7610 1.04 Yes Yes 6/23/2021
Inspiron 7700 -
ALO 1.4.0 Yes No 6/23/2021
E‘I’flp“"o“ 7706 15.1 Yes No 6/23/2021
Latitude 3120 1.1.0 Yes No 6/23/2021
Latitude 3320 1.4.0 Yes Yes 6/23/2021
Latitude 3410 1.9.0 Yes No 6/23/2021
Latitude 3420 1.8.0 Yes No 6/23/2021
Latitude 3510 1.9.0 Yes No 6/23/2021
Latitude 3520 1.8.0 Yes No 6/23/2021
Latitude 53310 1.7.0 Yes No 6/24/2021
g;f“l““de 25102 1.7.0 Yos No 6/24/2021
Latitude 5320 1.7.1 Yes Yes 6/21/2021
Latitude 5320 17.1 Yes Yes 6/21/2021
g.-m-l
Latitude 5410 1.6.0 Yes No 6/23/2021
Latitude 5411 1.6.0 Yes No 6/23/2021
Latitude 5420 1.8.0 Yes Yes 6/22/2021
Latitud¢ 5510 1.6.0 Yes No 6/23/2021
Latitude 5511 1.6.0 Yes No 6/23/2021
Latitude 5520 1.7.1 Yes Yes 6/21/2021
Latitude 5521 1.3.0 A03 Yes Yes 6/22/2021
= e
Latitude 7210 1.7.0 Yes No 6/23/2021
2-1n- 1
Latitude 7310 1.7.0 Yes No 6/23/2021
Latitude 7320 1.7.1 Yes Yes 6/23/2021
Latitude 7320 ,
Detachable 1.4.0 A04 Yes Yes 6/22/2021
Latitude 7410 1.7.0 Yes No 6/23/2021
Latitude 7%20 1.7.1 Yes Yes 6/23/2021
Latitude 7520 1.7.1 Yes Yes 6/23/2021
Latitude 9410 1.7.0 Yes No 6/23/2021
Latitude 9420 14.1 Yes Yes 6/23/2021
Ifatitude 9510 1.6.0 Yes No 6/23/2021
Lf}titude 9520 1.5.2 Yes Yes 6/23/2021
Latitude 3421 1.3.0 A03 Yes Yes 6/22/2021
OptiPlex 3080 211 Yes No 6/23/2021




OptiPlex 3090 ,

; 6/23/2021
UFF 1.2.0 Yes Yes 3
OptiPlex 3280 :

: . : 6/23/2021
Allin-One 1.7.0 Yes No 6/23/20
OptiPlex 5080 1.4.0 Yes No 6/23/2021
OptiPlex 5090 1.1.35 Yes Yes 6/23/2021
Tower
OptiPlex 5490 ‘ ;

AIO 1.3.0 Yes Yes /2472021
OptiPlex 7080 140 Yes No 6/23/2021
OptiPlex 7050 1135 Yes Yes 6/23/2021
Tower
OptiPlex 7090
UEF 120 Yes Yes 6/23/2021
OptiPlex 7480 _
All-in-One 1.7.0 Yes No 6/23/2021
OptiPlex 7490
All-in-One 1.3.0 Yes Yes 6/24/2021
OptiPlex 7780 ;
All-in-One 1.7.0 Yes No 6/23/2021
Precision 17 -
M5750 1.8.2 Yes No 6/9/2021
Precision 3440 140 Yes No 6/23/2021
Precision 3450 1.1.35 Yes Yes 6/24/2021
Precision 3550 1.6.0 Yes No 6/23/2021
Precision 3551 1.6.0 Yes No 6/23/2021
Precision 3560 1.7.1 Yes Yes 6/21/2021
Precision 3561 1.3.0 A03 Yes Yes 6/22/2021
Precision 3640 1.62 Yes No 6/23/2021
Precision 3650

24/202
MT 1.20 Yes Yes 6/24/2021
Precision 5550 1.8.1 Yes No 6/23/2021
Precision 5560 132 Yes Yes 6/23/2021
Precision 5760 1.1.3 Yes Yes 6/16/2021
Precision 7550 1.8.0 Yes No 6/23/2021
Precision 7560 1.1.2 Yes Yes 6/22/2021
Precision 7750 1.8.0 Yes No 6/23/2021
Precision 7760 1.1.2 Yes Yes 6/22/2021
Vostro 14 5410 2.1.0 A06 Yes Yes 6/24/2021
Vostro 15 5510 2.1.0 A06 Yes Yes 6/24/2021
Vostro 15 7510 1.04 Yes Yes 6/23/2021
Vostro 3400 1.6.0 Yes No 6/23/2021




Vostro 3500 1.6.0 Yes No 6/23/2021
Vostro 3501 1.6.0 Yes No 6/23/2021
Vostro 3681 240 Yes No 6/23/2021
Vostro 3690 1.0.11 Yes Yes 6/24/2021
Vostro 3881 2.4.0 Yes No 6/23/2021
Vostro 3888 240 Yes No 6/23/2021
Vostro 3890 1.0.11 Yes Yes 6/24/2021
Vostro 5300 1.7.1 Yes No 6/23/2021
Vostro 5301 1.8.1 Yes No 6/23/2021
Vostro 5310 2.1.0 Yes Yes 6/23/2021
Vostro 5401 1.7.2 Yes No 6/23/2021
Vostro 5402 15.1 Yes No 6/23/2021
Vostro 5501 1.7.2 Yes No 6/23/2021
Vostro 5502 1.5.1 Yes No 6/23/2021
Vostro 5880 14.0 Yes No 6/23/2021
Vostro 5890 1.0.11 Yes Yes 6/24/2021
Vostro 7500 1.8.0 Yes No 6/23/2021
XPS 13 9305 1.0.8 Yes No 6/23/2021
3?180 13 2ml 233 Yes No 6/23/2021
XPS 13 9310 3.0.0 Yes No 6/24/2021
XPS 15 9500 18.1 Yes No 6/23/2021
XPS 159510 13.2 Yes Yes 6/23/2021
XPS 17 9700 1.8.2 Yes No 6/9/2021
XPS 17 9710 1.13 Yes Yes 6/15/2021

3. Hwéng din khic phuc

3.1. Péi véi nhitng mdy tinh cdp nhit bin vé BIOS

C6 nhidu cach dé cap nhat BIOS. Theo khuyén nghi ctia hing, ngudi ding
c6 thé sir dung mot trong céc cach sau:

Cach 1: Cai dat tng dung cua Dell Notification dé nhan thong bao tu dong
va cap nhat khi c6 ban va moi.

Céch 2: Tai ban v va cai dit thu cong.

3.1.1. Cdch 1: Cai diit itng dung hé tre ciia DELL dé nhén théng bdo cip
nhdt va cdp nhdt khi c6 bdan vi moi.

a) Cai dit vrng dung SupportAssist ciia DELL



- Bl: Truy cdp vao trang: https://www.dell.com/support/contents/en-
Vn/’article:/prod‘uct»sutmoﬂ/self—suppomknowledaebasefso:ftware-zmdn
downloads/supportassist chon Download SupportAssist

P S Fiiidergs Bea [y B vttt SRR AT R ARtk e BE Sikeent o

Dell SupportAssist for PCs

Automated, proactive, and predictive support

o]
prees o=

At Delt, we understand you have more important things to do than troubleshoot issues. SupportAssist is the smart technology that keeps
your computer running at its best. SupportAssist proactively checks the health of your systern's hardware and software. When an issue s
detectad, the necessary system state information is sent to Dell for troubleshooting fo pegin. Dell will contact you to start the resolution
conversation, preventing issues from becoming costly protilems.

Customers with Premium Support or Premium Support Plus enjoy the automated issue detection, notification, and case creation offered
by SupportAssist. ProSupport Plus or Premium Plus service entittements enjoy the full set of features, including predictive issue detection
and failure prevention on batteries, fans, solid state drives, and hard drives.

Supparthssist Is preinstalied on most Delt devices running windows operating system and can be found in the Start menu under All
Programs in the Dell or Alienware folder. If itis not preinstatied, you can download SupportAssist below:

L, Download SupportAssist

- B2: Cai dit bo cai SupportAssistInstaller.exe

" »Sﬂbpaﬁﬁ\s‘s'is{ installer

Getting application files

Downloading and installing SupportAssist start-up files.
0%

. _ _ Cancel
Depending on the spesd of your PC, this Instalistion can take gevers rarutes




- B3: Sau khi cai dit, vao vmg dung SupportAssist. Tai muc Get driver &
Downloads chon Run dé bat dau kiém tra cac ban va, cip nhat cua may

Service 120 4594284 & B

We're ready to help
You can keep your computer running at its best by performing the tests below. “
.- —
& L I % T
Get drivers & Scan Clean Tune Optimize
dawnioads hardware files performance network

Lastrun:
Jun 26, 2021

cni R ]

| USSR A |

R ] [ mRa ]

- B4: Sau khi chay, néu c6 ban cp nhit, tmg dung s& hién thong bao

. GetDrivers &
Downloads

+ Chon Update Now d& kiém tra thong tin cdc ban cdp nhat da tai ve. Chon cac

ban cép nhat dugc cai/khong dwoc cai vao may biang cach tich vao 6 d4u mdi ban
cap nhat

+ Chon Install dé bit dau qué trinh cAp nhat, khoi dong lai may néu tmg dung yéu

ciu
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b) Cai dat itng dung DELL Update

- Bl: Truy <cip trang:  https//www.dell.com/support/kbdoc/en-
vn/000177325/dell-command-update

+ Chon Version Dell Update va download ing dung

Dell Command Update

Summary. Download Dell Command Update and read release notes and specifications

ARTICLECONTENT  Article Content

ARTICLE PROPERTIES

Symptoms
RATE THIS ARTICLE Dell Command | Update is 3 stand-alone application, for fal client ¢ that provi dates for system software that is released by
Dell, This application simplifics the BIOS, 6 driver, and apy ion update axp 2 for Delf jat cliont b This apphi 1

can also be used fo install drivers after the pperating system and network drivers are instalied based on the computer identity.

You can use K& article 180587: Delf Command Cloud Repository Manager 1o create a repository of ¢ P for Dell iaf olient
devices and help further stresmiine update efforts. Delt Command | Update can be used ot the endpoint to install these updates.

Note: Recommendations: Deti highly recommends applying the latest Dell Command | Uptate during your next seheduled update cynle. Updates
feature or changes that imp the reliability and avaitabBity of your computer,

Dell Command | Update 4

Deli Comma {relea

; "
on for Microsoft Windows 7. 8. 8.1 and 10

+ Chon download tai trang vira m¢ ra sau khi click vao link trén
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Dell Command | Update Application for Windows 10

Fhig Universal Windows Platiorm (UWP) package i the Dol § Upitate for g the Wi 14 build 14393 {Redstone 1) or later. Dell Command Update ls a
sbarbalone g oy $os chient ;, thead g § ras for system software ihat ls released by Dell This application sinpliies the BIOS, firmevare, driver, and application update
expience for Deft chent hsrdware.

Get the latest driver
s your product details 1o view the latast driver information oy your systm.

e Please

Fixes & Enhancemen
~Enhanced downioad
- mptoved telemetry

i

it fogging mechaniam,

Version Category
Varsion 4.2.1, A00 Systems Mansgsmsnt

Release date
04 Jun 201

Importance

Available formats

Fite Format: Updaie Package for M8 Windows 32:8it

File Mame: Delt-C Upttste-Application for Windows- 10 W1 RV _WIN_4.2.1_AUGEXE

Download Type: HYTR

File Size: TN

Format Description: Dell Undate Packages (DUP} in Microsolt Windows 32bit format have been designed 1o run on Microsoft Windows 64bit Operating

Systeme. Dell Update Packages (DUP) in Microsolt Windows 4Bt format will enly run on Microsoft Windows 846l Dperating
o selecting a device driver update be sure 1o select the One thatl Is appropriate for your operating system.

Dell Command | Configure i
v4.5.0.205 (ADD) April 30, 2021

Install or update your system with this software

Only extract contents of software update

© 2008 - 2021 Dell Inc. All rights reserved.
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45 Dell Command | Configure v4.5.0.205 X

Resuming the InstaliShield Wizard for Dell
Command | Configure

The InstaliShield(R) Wizard will complete the installation of Del
w lmﬁgnmmmw.%mnm,dck

Welcome

fell Command | Update checks onfing for the Tatest BIOS, driver firmware ard Dell application
updates for your system. The application downionds and installs the updates as wel

Updates
To check for updates 1o your system tlick CHECK

OptiPlex 7050
Service Tag . Wi
Last Check: Bt
mm . "W Advanced Driver Restore for Windows Reinstallation

1 yous Bre restonng your systenn’s device drvens from @ fresh operating system inglaliation,
ik here to Gownicad and mstall 8 complete Oriver firary.

_ B4: Tai cira so Setting, chon Update Settings dé thiét 1ap cAu hinh cho viéc cap
nhat ban va )
+ Muc I: Tan suat kiém tra cdc ban cap nhét (khuyén nghi dé automatic updates)

+ Muc 2: ,Cho phép {mg dung thuc hién hanh ddng khi phat hién ra ban cap nhat
m6i (khyen nghi chon Download Updates)
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Settings

Vv Automatically check for updates

General
Check for updates

" Update Setting

Gadéte Filter

Automatic Updates ¥

impoirt/Export
Advanced Driver ‘v  When updates are found
Restoie prowmap—
(@) Notify only (when updates are avaiiable)
Blos;: SR B | Download updates (Notify when ready to install)
Third Party L) Download and install updates (Notify after complete) §

Licenses

v After updates are applied

Restore Defaults . - CA?%{,}SL ”

- B5: Tai cua s Setting, chon Update Filter dé thiét lap cAu hinh nhitng ban va
duoc tai vé

Settings
General What to display
Update Settings (@ Updates for this system configuration {recommended) {
e Y All updates for s mode! -
Update Filter updates ystem ©
* Import/Export Customize Updates
Advanced Diver Select the updates you would like to receive
Restore -
Recommendation
BIOS =
4 Security Updates
Third Party »
Licanses Critical Updates

Recommended Updates
Optional Updates

Restore Defaults o 0K  CANCEL




+ Recommendation level: C6 thé tiry chon chi cap nhat nhirng ban va quan trong
+ Update Type/ Device Category: Chon nhiing phan can tai ban cap nhat (BIOS,
driver phan ctng, ..

14

)

Settings

General

Update Settings

Advanced Driver
Restore

BIOS

Third Party
Licenses

Restote Defaults

AR G N MR W S FE G

>  Recommendation Level

3 Hardware Drivers

§ Apoication Software (e.g. Dell Command | Power Manager)
§3 sios updates

Firmware Updates

Utility Software

All Others

v Device Category i

Audio |
Chipset

£ input (g Mouse, Keyboard)
Network and Bluetooth

2 storage (e.g. Hard drive, CD/DVD)
video

Al Others

CANCEL

- B6: Sau khi thiét 1ap xong, chon OK, sau d6 chon Check dé kiém tra cac ban

cap nhat

F==0
)

OptiPlex 7050
g e

Wm?

MW Hever

Welcome

Dol Command | Undate thecks online for the latest BIOS, driver, fismware, and Dell application
updates for your system. The application downloads and instalis the updates as well

Updates
To check for updates to your system, click CHECK

Advanced Driver Restore for Windows Reinstallation

lick here 1o downlosd and mstall mmmzm

e

if you are restoning yous systems device drivers from a fresh mﬁng system instaliation,
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- B7: Sau khi kiém tra, chon View Details dé kiém tra thong tin cdc ban cap nhat

Selected U;idates (6 of 6, 447.1 MB)

Critical Updates (2 0f 2, 2833 MB)

¥ Recommended Updates (4 of 4, 1638 MB)

OptiPIexl‘:[GSG\v ’

£ Nmmmfwansmm{wmmw}

+ Chon céc ban cap nhat duoc cai/khéng duoc cai vao mdy bang céch tich vao 0
dau moi ban cap nhat

Customize Selection
Li J 2
intel G560/9260/18266/6266/7265/3166 Bluetooth UWD Driver (44.8 M8, Li IR A
1/20/2020)
! Intel PCle Ethemet Controlier Driver (29.0 MB, 11/12/2019) L
v, intel Rapid Storage Technology Driver and Management Console (643 MB, [i I A
11/26/2019)

- B8: Chon INSTALL de cai dat cic ban va duoc lua chon, khéi dong lai may
tinh néu tmg dung yéu ciu
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-~ 3
n'%: Selected Updates (6 of 6; 447.1 MB)

@ W Critical Updates (2 0f 2, 2833 MB)

v flecommended Updates (4 of 4 1638 MB)

Optip’ex 7050 .\ Opbosst Updates 0 1
Service Tag: AR
Lt Check: Heert

I automatically restant system (when required)

- Newr

3.1.2. Cdich 2: Tdi ban vd va cai ddt thi cong
- B1: Truy cap trang: https:/www.dell.conv/ support/home/en-vn va tim kiém theo

7

Serivce Tag hoic Model cia may tinh can tai ban cdp nhat tai muc Search
Support

o Baiba | Bl Save ol St Bleddet & fhent

Which product can we help you with?

THIS PC l RECENTLY VIEWED
== [—— vostro 3881 > §

- 157560
| Pracision 7560

* Browse oft products & Fingt my Enterprise asset

- B2: Chon muc Drivers & Downloads, chon Fi ind drives va nhap vao 6 Keyword
thong tin ban va can cap nhat (trong bai hudng dan cdp nhdt BIOS nén sé nhdp
BIOS vao 6 Keyword)

+ Chon hé diéu hanh dang sir dung cua mdy
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Precision 7560
< Chiasggs product
Cuarview Diagnostics Drivers & Downloads W{aﬁm Service Events Parts & Accessories
{6} Let Dell automatically find driver updates for you Chack for Updates

Manually find a specific driver for your Precision 7560

Keyword ?

BIOS v i
B J

Categary ' Format

| An vi la vi

@ stow dowrloads foronly  Tasee . @

- B3: Chon ban vé duoc khuyén nghi (Kiém tra ngay Release) va chon Download

Manually find a specific driver for your Precision 7560 Find drivers .~
Keyword Operating system Dot see the ane you need?
[ BI0S { qii t Windows 10, 64-bit v ]
Category Format
[ Al v i A& v I

@) Show downioads for only  mwsee @

This is a comprehensive list of all available downloads. Some may alteady be instaiad on your system. To fet Dell stomatically find driver updales for you, select Check
for Updates sbove.

Sortby g Urgent ~

Number of Drivers 2 4

NAME CATEGORY HELEASE DATE | acTiON
i 7 e e
£l Dl Precision 7560 and 7760 System BIOS  pOPuAR | WURGENT

O festirk HHE Event Filter Driver

16 Feb 20621

i) Dell Consiand | Update Application for Windows10 17 May 2021

O eil Command | Update 31 May 2017

- B4: Cai dat ban va vira tai vé va khai dong lai mdy néu duoc yéu cau

3.2. D6i véi lra chon khéng cip nhit ban va BIOS

3.2.1. Truy cap vao BIOS thay d6i cdu hinh

a) Tit tinh ning BIOS Connect:

- B1: Truy cip BIOS bing phim F2

- B2: Do BIOS cac may khac nhau ma tinh ning BIOS Connect nim & vi tri
khac nhau:
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+ BIOS > Update, Recovery > BIOS Connect > chuyén sang Off

+ BIOS > Settings > SupportAssist System Resolution > BIOS Connect > Bo
chon BIOSConnect

b) Tit tinh nang HTTPS Boot:

- B1: Truy cap BIOS bang phim F2

- B2: Do BIOS cac may khac nhau ma tinh ndng HTTPS Boot nam & vi tri khéc
nhau:

+ BIOS > Connection > HTTP (s) Boot > chuyén sang Off

+ BIOS > Settings > SupportAssist System Resolution > HTTPS Boot > Bo
chon HTTPS Boot

3.2.2. S dung tng dung DELL Command

- B1: Cai dit vmg dung & muc 1.1.2 (Budce 1, 2)

- B2: Vao ung dung Dell Command Configure Wizard

4 . e
> | Dall Command Configute Wizard

S Dell Command | Configlire

Create Multiplatform Package
ings far 8l p pi Create Multiplatform Package
2 Configure a generic ini for ol systems

Create Local System Package ”

Settings from the current system View: | Basic v es (@ vaidate Entter Toxt Heve Q

Ok s Ol B d Pach Category ~  Mame ValetoSet  ApplySettings  Description

Use Seltings from el Recammended Fackaos Advanced Configur..  Asem Not Spacified Configures Active State Pow

Open & Seved Package Advanced Configor..  PieLinkSpeed ' Not Specified Configures PCle LinkSpeed,

. e _— Advanced Configur..  OneTBSystemMemoryLimREnsble  Not Specified Confings the system memor

Package History Advanced System . Agvam Mot Specified Displays and configures the

View Mistory of created

il Moo BIOS Connact Profie  ConnectionProfile Not Specified Dispiays and configures the
BI0S Connect Profile  CloudAppProfiie Not Specified Displays and configures BIO
B0 Connect Frofile  CsosProfiie Not Specified Dispiays and configures BIO
BIOS Connect Profie  FotaProtie Not Spacified Displaya and configures BIO
(7 Give us your feedback

- B3: Tai muc Create Multiplatform Packet, tai 6 tim kiém nhap BIOSConnect
+ Tim dong c6 Category 13 Support Assist; Name la BI OSConnect
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Create Wultiplatfonn Package

Seftings fos & possivie platfoems Create Multiplatform Package

e e Contigare & generie v for alf systenms

Create Local Gpstom Package )

Seltings fiom the curet syatem View: | Basic Ly Ede {J Validate

Opan o Dell Reconended Package Catogary v | Mo -  ValueloSel  Apply Sellings  Description

e Settiogs Bom Del Resammmended Fackage Stovage Yorticerdust Not Specihed i Sets the dartiary IDE master

Open aSaved Package Stomge YerticeSiay Not Specified = Sets the tatiary 10 slave to

Uge seltings Boe o previously saved selfings Storuge Sesid Not Specifiod Enabies or the third

Package History Storuge Satag Nol Specified £ Sets SATA port B 1o Disatsiec

View bistory of created packages . .

st y Storage DashSupport Hot Speciied Enaties ang Disables suppo
Support Assist SupporthssistOSRecovery Hot Specihied : Enaties or disables the boot |
Support Assist Aol Hot i Suts the Siveahold val for
(& Give us your feedback .

+ Tai cot Value to Set chon Disable

nmand | Configure

Create Multiplatforo Package
Settings for ail possivie platforms Create Multiplatform Package
Configure a gensnc inl for gl systems
Craate Local Systens Package S -
Settings from te curvent system View: Basic v @Est (g vaiste | BIOSConnect
Gpen a Dell sneodad Packaie cacgory - Hamne Value to Set Apply Settings D«mphon
Use Settings from Dait Recommended Package Siorage TertideMast N"'W v : Sets the tectiary I©

Open a Saved Package Storage _ ot Specified 1 setsthetetany i

Use gattings from o previcusly saved setlings

Starage : specifi L sessanaporat

Package History

View fstory of created packages
. Storags DashSupport Enables and Disal

Suppart Assist SupportAssistOBRecovery . smamauéi
Support Assist Asto(SRecovaryTheashoid Sets the threshoid

- B4: Tai muc Create Multiplatform Packet, tai 6 tim kiém nhap HTTPSBoot
+ Tim dong c6 Category la Connection, Name la HTTPSBoot
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O bell comthand | Corfigire

Croate Mltiplatform Package i
Settings for at possibie piatforms Create Muttiplatform Package
2 > S ‘ Configes § genenc e Yor off gygtems

Crente Local System Package . -

Settings from the curtent systent View:  Basic v pEm (v

W S o R ; v p———— {ot Specifie ) Enaies or disable

Open n Saved Package . Contgmation PoMmicspscesie INotSpecifed i Adneates o part of

Use seltings from & previously savad seftifige Cortig potesatiocationtatic  |MotSpecihed  w! 17 Atoeates PCroso

Package History Contiguration Moo oo INotSpecified o w. o G Enaties o disalie

View history of created packages '

- - & A 4 Roatricts or parmi
Contigwation AtemptLegacylont Detarmines if BIOE
Configurat UshBootPathBecy
iﬁa u;.

+ Tai cot Value to Set chon Disable

B bell cotriftiand | Configre.

Create Multipistform Package }
Suttings for a possinte plattorms Create Multiplatform Package
ConBigure 8 gensris inl for 3 gystems
Create Local System Package ;
Hettings from the cumrent system View:  Basic v fpEs  §p Velidate
Open a Dell Recommended Package Catagory ~ Nawe | Ve o bat
1156 Setlings Hom Dell Recummended Package ‘ ; i Nt Specifind
Open a Saved Package ¢ (Notspecified v Hestricts or pemit
e sattings tom # previously saved seltings T S 7
. . Cnfigurations AttanpilegacyBot NotSpecified v T Determines if 910
Package Histery
i Bistory of crealed packages
HtipsBoothode Mot Specified HTTR{s) boot alios
Connection WianhstSuiten | Not Specified This satting oonfig
Connection wwanAniSwiich [Notspecified  w! This setting config

- B5: Sau khi thiét 1ap BIOSConnect va HTTPSBoot, chon EXPORT.EXE va
chon noi luu file cau hinh
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-B6: Chay file cAu hinh vira xuét ra va khéi dong lai may dé hoan tt thiét 1ap cau
hinh cho BIOS
4. Tai liéu tham khao
https://www.dell.com/support/kbdoc/en-vn/000188682/dsa-2021-106-dell-
client-platform-security-update-for-multiple-vulnerabilities-in-the-supportassist-

biosconnect-feature-and-https-boot-feature



