
UBND riNH rrUNC YEN
s0 crio Dtrc vA DAo r+o

ceNG HoA ri ngl cHU Ncnin vIT'T NAl\{
Dqc l$p - TrI do - H4nh phtic

56: I168/SGDDT-VP
vlv 0416 h6ng mai trong BIos cta Hung YOn' ngdy a5 thdng v ndm 2021

rn6y tlnli, thi6t bi DELL

qrt +, m{/t kt;, d; yr,* /t,,,t' +ry+,; h,l, q' 4 t.
- Cdc dcn vi gido dr.rc truc thuQc;

- Phing GDDT cdc huyQnlthi xi/thinh pk5; 
,

- Tmng tim GDNN - GDTX ciic huyQn/thi xn/thinh ph6;

Cin cir C6rrg vin s6 670iSTTT-BCVTCNTT ngiy 021712021ctia S& Th:r]F
tin vi Tmyin th6ng Hmg Y€n v/v 04 l5 h:n3 mdi trong.llqs_ ctia miiy tinh, thi€t

bi DELL. Theo th6,nS bio cta Cuc an toin thdng tin vlv 04 16 h6ng mdi trong BIOS

cta mdy tinh, thi6t bi DELL (CVE-2021-27571, CVE-2021-21572, CVE-2021-

21573, CVE-2031-21514) co thil t<6t nAi vdi nhau trong c6c chiiin dich t6n c6ng c6

cht dich d6 tin c6ng, kiiSm soit mfy tinh, thi6t bi cta ngubi dung, tir d6 tin c6ng

sdu vio cric he th6ng th6ng tin quan trQng khric-

D6 dim bio an toin th6ng tin cho he th6ng th6ng tin cria dcrnvi, g6p phin b6o

dim an toin kh6ng gian mang Vigt Nam, d6 nghf {on"ri, truong hgc chi dao b0 phan

chuyCn mdn thrrc hign ra sorii, khic phgc nhtng 15 hdng tr0n theo khuy6n nghi sau:

1. Ki6m tra, ri so6t miy tinh, thi6t bi c6 khi ndng bi nnh hu&ng boi cdc 15

lr6ng bio mit mdi (cvE-2021-21,571, CVE-2A21-21572, CVE-2021-21573, CVE-

2021-?1574) dl co phucrng 6n xu ly, khic phgc kip thoi. Cdp nhat bin vi{ rucrng ring

theo phdt liinh cria h$ng,.trong trubng hgrp chtra c6 bin v6 cir: co phuong ,li fj -o$i^
chin viEc khai thdc l5 h6ng, ddng thli theo ddi thuung xuy6n th6ng tin v€ 16 hdng
+: ^ 1^, rr: -,l, --, t\t------ r..r. - .;.-- tt-^^ l-r.A..^.,oe cap nhf,t ngay khi c6 bin vi (tham khdo huong ddn kim theo Cong vdn s6

B A6/CATI-AIC'SC g*i kdm).

2. Tflng.cuong gi6m sdt vi sin sing phucrng 6n xt ti khi ph6t hi$n c6 d6u hi0u

bi khai th;ic, tf;n c6ng mang.

3. Trong truong hq,p cin thiiSt co th6 lien h0 diu ,nOl l5 trg cta Cgc An toin
th6ng tin: Trung tim Gidm s6t an toiu kh6ng gian mang qu6c gia (NCSC), di€n tiroai

A2$2091616, thu di€n ni: ais@mic.gov.vn.

Dd nghi dcrn vi, trudrng hoc vi t6 chuc thgc hiQn./,r*'

Not ttlrfirt:
- Nhrr tr€u;
- Ban Giriur tldc;
- C6c phong thu$c So;
- Lrru: VT, VP.
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KT. GIAIU DOC
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g6 titin Htrng



e0 rHoxc TtN vA TRUYTX rgoXA CQi\iG HOA X.r. IIgl CUU NCUi*t I,TET NAM
clrc AN ToAx rnoxc TrN DQc l$p - Tq do - Ifgnh phric

56: 806 ICATTT-NCSC
\r/v 04 16 h6ng rn6i trong BIOS c*arrrhy

tin[, thi6t biDell

Hd N|i, ngdy 29 thdng 06 ndm 2A21

Kinh gt"ri:

- Dcrn v! chuy6n triich vA CNTT c6c 80, co quan ngang B&,

ccr quan thu$c Chinh phu;

- S& Th6ng tin vi TruyAn dr6ng c{c tinh, thinh ph0 t4rc thu6c

Trung rrryng;

- Cric Tdp doin, T6ng c6ng ry nhi nudc; cic Ngdn hing

TMCPI cdc t6 chtc tii chinh;

- H0 th6n g citcdevn vi chuy€n tr6ch rd un toin th6ng tin.

Ngiy 241612021, qua c6ng tic gi6ur sit t€n kh6ng gian mang, Trung tSm

Girim sdt au toin kh6ng gian in?ng q,ric gia (NCSC), Ctrc An toin th6ng tin dd

ghi nh{n t}{ di6m ydu. l5 h6ng bio mit rn6i (CVE-2021-21571, C}18-2021-

21572, C\rE-?021-21573, CYE-2S21-21.574) trong tinh ning BIOSConnect vi

HTTPS Boot (tinh ndng, c&ng cu cd siu tren triu hiit cdc miy tinh, thiiSt bi cria

hfing Dell c18 hd trq vi€c c$p nhf;t fir"nnsare va kh6i phuc h0 diAu hinh tir xa) tr€n

BIOS cfia s;ic mdy tinh, thitit bi hfing Dell.

Theo cfiinh giri sq b$, diy ld nhfrng t6 hdng c6 ph4m vi inh huong ruong d6i

lcm, d6n khoing 30 h'igu thi6t l:i fuemg rmg v6i 129 dong m6y tinh xrich tay, m6y

rinh bing vi miy tinh bin. D{c bi€t 04 16 h6ng niy co Ur,5 ttit hqp v6i nhau tmng

c:ic chi,3n clich tdn cdng c6 chu dich d6 tiin cdng, ki6m so{t rn6y tinh, thi6t bi cta

nguoi dtng, tt d6 tdn c6ng siu hon vio cic hQ th6ng th6ng tin quan tro.ng khd'c

(th6ng tin chi ti6t co tai phu luc kiin theo).

Nh*m dimbio an tain th6ng tin cho hQ th6ng thdng tin cria Quj'dtrn v.i, g6p

phAn bao d:im an toiur cho khdng gian rnang ViCt Nam, C6c An toin th6ng tin

klmydn nghi Quf dcrn vi thr.rc hi*n:

1. Ki3tr tra, ri sodt rndytinh, thi6t bi co khining bi inh hu&ng boi cic td hOng



?

tr6n dE c6 phuong 6n xu 1j', kh6c phpc kip thoi. Cep nhat ban vi tuorg img theo

phr{t hinh cua h[ng. Trong trucmg hgp chrra c6 b*n vd cdn c6 phtrong dn de ngin

ch{.n vi6c khai thdc l5 h6ng, d6ng thcri theo d6i thu}ng xuy€n thdng tin v* 16 hdng

dA c&p nhflt ngay khi co bin vd (tham khio hudflg afrn tem theo).

Z. TEng cubng girim sdt vi sin sing phrrong iin xri li khi phit hi8-n co diu

hiQu bi khai thiic, tdn c6ng nlang.

3. Trong hulng hqp cin thi6t co &6 li6u h0 dnu m6i hd trg cua Cr,rc An toin

th6ng tin: Trung tim Girim sit an toin kh6ng gian mang qu0c gia (NCSC). cli$n

thoai 03433091616, thu di€n tu: ais@mic.gov.vn.

Trin trgng.i,

Ntt nlt6n:
- Nhrr tr€n;
- BO tffertrg (tlA b/c);
- rhir tnrongNguy6n Huy Df,ng (dii bic);
- CUc A05, B$ Cdng an;

- B* Tu l€n}r 86, BS QuOc phong;

- Ban Co yiiu Chinh plui;
- CVc tnr$ng;
- Ltru: VT, NCSC.

crJC TRU'(ING

Thiruh Phitc

THCII-{*

CUC
, f,t ?
aqt$ I
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Pltg llc
Thdng tin vi cr{c 15 h6ng b6o m$t

(Kdm theo Cdng vdn ,sd ICATTT-N{:SC ngdy
cfia Cryc An todn [hdng tin)

1. Th6ng tin vA cric 16 hdng

2. Citc sfrn phdm bi inh hu*ng

/ /2021

TT s,fm r6i Mr?c d6 il,I6 tfr

I ctVE-2021-31571 Trung binh
CVSS (3.1): 5.9

fO hOng trong Dell BIOSConnect

vi DeIl HTTPS Boot cho ph6p gii

mao chimg thtr so.

2

cvE-202I-21573,

cvE-zs2r-?1573,

c\rE-2s31-?15V4

Cao
CVSS t3.l):7.2

L6i trin b0 tl€m cho ph6p rtrrt qua

, .,t,.:cic co ch€ ki6m so6t d€ thuc thi cic
r - +- 

-i 

-!-:doan ma dqc lrar vol quyen ngtr0r

dring qutur hj

Khai thic dtrgc khi c6 quyin truy

cip cuc bQ.

Sin ptrfim rinh
hu&ng

Phi6n bin
BIOS cin c$p

nhfft

Suppcrts
BI0SCoantct

Supports
IITTP(s) Boot

I{g}y phrit hirnh
(NrM/DD/YYYY)

Alienwzu'e rntS
R6

1.3.3 Yes Yes 6l2U2A?t

ChengMing
3990

I.4.I Yes No 6/23/2021

Chengl\.{iug
3991

1.4.1 Yes No

Dell Gl5 5510 1.,1-0 Yes Yes 6/211?021

DellGt5 5511 1.3.3 Yes Yes 6nrl2a3.r

Dell G3 3500 I.9.0 Yes No 6i'?412021

Deil G5 5500 1.9.0 Yes No 61241202t

Dell G7 7500 l "9.0 Yes No 6ft3/2A21

Dell G7 77$0 1.9.0 Yes No 6123120?t

Inspiron 14

54I 8
2.1.0 A.06 Yes Yes 6/2412021

61231?021
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6!241?A2lIuspiron 15

5518
2.1.0 A06 Yes Yes

Inspiron 15

7510
1.0-4 Yes Yes 6121l2u2l

lnspiron 3501 1"6.0 Yes Nr: 6lnlza?l

Inspirorr 3B8S I 4. I Yes No 6t2312fi21

Lrspirnn 3881" t.4.1 Yes No fri2312fi?r

Inspirorr 389I 1.0.11 Yes Yes 61241?fr21

Inspiron 53*0 1.7.1 Yes Nr: 6t21!2021

Inspirorr 530I 1"8.1 Yes No (r/?312021

Inspiran 5310 2-r.0 Yes Yes 6231202r

Inspiron 5400
?nl

1"7.0 Yes No 61231207t

Inspiron 5400
AIO

1.4.0 Yes No 612312021

Inspiron 540X 1.7.2 Yes No 61211V021

Inspiron 5401
AICI

1.4.0 Yes No 6!nfiazt

Inspiron 5402 1.5.1 Yes No 61231?021

Inspiron 5406
2nl

1.5.1 Yes No 613312021

Iuspiron 5408 \.7 _2 Yes No 6/33/20?1

Iuspiron 54CI9 1"5.1 Yes No 6!231202t

Inspirot 5410
3-in-tr

2. r.0 Yes Yes 6/33120?1

Inspiron 5501 t.7.2 Yes No 6/3112031

Inspiron 5502 I 5 i Yes No 6,2313CI21

Inspiron 5508 1.7.? Yes No 6133/2031

Inspilon 5509 I.5-1 Yes No 6t2317021

Inspiron 7300 1.8-1 Yes No 6121t202r

Itspiron 7300
2nl

1.3.0 Yes No 6t231?021

Inspion fiA6
2nl

i .5 I Yes No 6/?3i3021

Inspiro* 74AA 1.8.1 Yes No 612313021

hrspiron 7500 L.8.0 Yes Nr: 6ln!2a7t

Inspirorr 7500
Znl - Black

1.3-0 Yes No 6i2313021

Inspirotr 7500
2nl - Silver

1.3.0 Yes No 612312021

Inspiron 7501 1-8.0 Yes No 612312021
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Inspiron 7505

2ttlr
I "5 I Yes No 6i2313021

Lrspiron 7610 1.0.4 Yes Yes 6l23l2t)21

Inspiron 7700
AIO

1.4.0 Yes Nr: 612312021

Inspiron 7?06
2nI

t .5 I Yes No 612312021

Latitucle 3120 1.1.0 Yes No 6n312A21

Latirucle 3il0 1.4.f) Yes Yes 6lnl2a2t
Latitricle 34 t0 1.9.0 Yes No 6133!2021

Latituele 3-ll0 1.&.0 Yes No 612312CI21

Latitucle 3510 1"9.0 Yes No 6fi312A21

Latitucle 3510 1.8.0 Yes No 612312CI21

Latituele 5310 t.7.8 Yes l'{o 6124i2$21

Latitude 5310 3
inI 1.7.0 Yes No 612412021

Latituele 5330 1 7 Yes Yes 6i2112021

Latit,cle ,5,i20

?-iu-1
1.7 .t Yes Yes 6lltt20?1

Latitucle 5410 1.6.0 Yes No 6t21!2A?1

Latitucle 5{ 11 1"6_0 Yes No 6t231?021

Latittrrte 5420

Latitude 5510

Latitucle 5511

I.8.S Yes Yes 6/222A?l

1.6.0 Yes No 6i2312021

1.6.0 Yes No 6123120?1

Latitude 55?0 t.7.1 Yes Yes 6t2112021

Latitucle 5511 1.3.0 A03 Yes Yes 6122/20?t

Latitucle 7110
2-in-1

1.7.0 Yes No 6fi3DA?l

Latitutle 7310 t.7.0 Yes No 6/23/3021

Latitucle 7120 x.7.1 l'es Yes 6D312A21

Latitucle 7310
Detachable

1"4.0 A04 Yes Yes 6t221?021

Latitude 74I0 1.7.0 Yes No 5fi31?A21

Latinrcle 7-ll0 1.7.1 Yes Yes 6lxi2a21
Latitude 7520 I 1 I Yes Yes 6ft312A21

Latitude 9-110 1.7.0 Yes No 612312021

Latittrcle 9Jl0 I .1 I Yes Yes 6t?312021

Larihrde 95l0 1.6.0 Yes Nr: 6231202t

Latitude 9520

Latitude 5-ll i
1.5.2 Yes Yes 6n312A21

I.3.0 A03 Yes Yes 612712021

OptiPlex 3t180 2.1.1 Yes No 612312021
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OptiPlex 3090
UFF

1"7._0 Yes Yes 6,231?A21

OptiPlex 3280
AII-in-Ole

1"7.4 Yes No 6t231?fi21

OptiPlex 5080 [.4.0 Yes No 612312021

OptiPlex 5090
Tolver

t. t.35 Yes Yes 612312{}21

OptiPlex 5490
AIO

I"3-0 Yes Yes 6/241?A2l

OptiPlex 7CI80 1.,t.0 Yes No 6ft3fiA21

OptiPler 7090
Tolver

1.1.3 5 Yes Yes 6lxl2a2l

OptiPlex 7094
UFF

1.2.0 Yes Yes 6123120?L

OptiPiex 7480
A1l-in-One

r.7.0 Yes No 6lnfiazl

OptiPlex 7494
All-in-0ne

1"3.0 Yes Yes 6l24l2\2r

OptiPlex 7780
All-it-CIne

1.7-0 Yes No $!23!2021

Precisiou 17

M5750
1.8.2 Yes No {:/9/2031

Precision 3440 1.4.0 Yes No 6trl2a?1

Precision 3450 1.1_35 Yes Yes 6i241202t

Precisiou 3550 1.5.0 Yes No 6/?lJ20l1

Precision 3551 1,6.0 Yes No 6r23i:021

Precision 3560 1.7.1 Yes Yes 6121/20? I

Precision 3561 1.3.0 A03 Yes Yes 51221?$21

Precision 3640 1.6.7 Yes No 6/231203r

Precision 3650
MT

1.2.0 Yes Yes 6t24t20?L

Precision 5550 1.8-1 Yes No 6t231?021

Precisian 5560 1.3.? Yes Yes 6123i20:1

Precisiot 5760 1.r-3 Yes Yes 6/ 1613021

Precision 7550 1.8.0 Yes No 6lnfiaz"L

Precision 7560 I-I .2 Yes Yes 6t2212$21

Precision 7750 1.8.0 Yes No 6121120?L

Precision 7760 Ll.2 Yes Yes $i221?$21

Vostro 14 5410 2.1,0 A06 Yes Yes {ri2412021

Vostro l5 55lCI 2"1.0 A{}6 Yes Yes 6t24l712l

Vostro 15 7510 1.0.4 Yes Yes 6lntzazl

Vostro 3400 1.6_0 Yes No 6fi31?A2r
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Yes No 6$313021

Vostro 35{}l i.6-0 Yes No 6fi312A21

Vosrro 3681 2.4.0 Yes No 612312021

\iostro 36!)0 1.0.11 Yes Yes 6fi4/2A2r

\rostro 3 8li I 2.4.4 Yes No 6lw2a?t
Vostro 38&8 2"4.A Yes No 6/3312021

\,'ostro 3ti90 I.0-11 Yes Yes 612412021

Vostro 530t) 1.?.1 Yes No 61231202r

Vostr"o 5301

\,'ostro 53 1()

Vostr,r 54 01

\i'ostlo 5l112

Vostro 5-5(.)l

\.rostlo 5502

Vostro 5880

Vostro 5890

Vosfro 7500

}.8. t Yes No 6/33/2021

2.1.0 Yes Yes 6123/202r

\.7.2 Yes No 6/?3/2021

1.5. t Yes No 6l?312$21

1.7 _2 Yes No 6/?3/2021

1.5.1 Yes No 612312CI21

1..+-0 Yes No 6/?312A21

I.0.11 Yes Yes 612412021

1.8.0 Yes No 6l?3/2021

xPs l3 9305

)(PS 13 2inl
9310

1.0_8 Yes No 6i23/2021

2.7 _) Yes No 6/?3t20?1

)(PS i3 9310

xPs 15 9500

xPS 15 9-r10

3.0.0 Yes No 6/34/2021

1.8.1 Yes No 6i23/?021

1.3.2 Yes Yes 6133120r l
1,8_2 Yes No

1.1.3 Yes Yes 6/151202 1

ostro 3500 1.6.0

s 17 9700

s 17 9710

3. Hucrng elfin kh*c phlc

3.1. D6i voi nhitng mdy tinh c&p nkfit brtn vd BIOS

Co nhiSu c6ch d8 cf;p nh$t BIOS. Theo klr.ry"n nghi cria h5ng, nguoi dring

co the sir ilpng m6t trong c6c cich sau:

Cdch I: Cii dgt rmg dqng cria Del[ Notitication dB nhsn th6ng bdo f .u d$ng

vi cdp nhot khi co bfur vii mdi.

C6ch 2: T*i bin vri vi cii dfrt thu c6ng.

3.1.1. Cttch 1: Cii dsit *ng tlsng hd *g cfia DELL ili nh\n thbng bdo cQp

nh&t vri cAp nh6t khi cd b&n vd m&i.

o) Ceii dfit r'ing dryng SupportAssist citn $ELL

6i912021
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- BL: TruY sAP vio trang: httpp:1l$nw.dq!l.q,orll/'sllp-go$/csntsntqipn,

vn/,
d.q.:wn l o;rctr s/sUppa rJrtssi st c hgn D o w n l'o s cl SapportAssist

- B;7: Cii rl+t bq cii SupportAssistlnstuller-exe

s()

whill oarn 8{, t}slt} Yr# fxYi?

g!, *ovmlord SurPorlAsetrt

& > secg* ? B*s#-**fift! ! Ml}jti{#, r} q{fixu}r,ld'o0dq#ts > t}'tx9'sp6lt*rfitt6rPcr

At 0e{" $e ufd$stand yff, heve n}6f€ trworl{fi 0rlflgs to & th6n troubleittoot l3!rr*s. $&portA$slst 13 lh€ srnert tpchllology $at Neept

yo{r roftpm€r ,unnlng et ns b€*t" supporlArslet pro.e€tvely eheclcs lhe heallrr of }"out $y8r€ff! hetdtfere and sottware. lry|lsn on ls$ue 13

dctqfted, t|Io necssssfl qystsn sl&ts lnlorm6ilon ts srs{ !* }Gl! lor fioubbshoo$ng to b4ln. Ddl will corlact you to olart the rssot{lfion

corwersetifrfi, prcYarfing !*t$e fio{R burambrg cos{y prch}ems'

cueton*r* with premhjm sugpsrt of Prumiurn &&port ph.,s stlioy the autornsted is$us dstectio$, notrifrcatian, and case ersation o'fef€d

bf St&psrtA*$is?. proswport p&re or Premhtm P!rJ3 srryice s{itlen}enls er{oy lte full wt of feeture3, k$h$nu p;edlctive issu* detectio{l

amrl falfure prevenfiofl ofi b*ttQttet, tstls, $did stale dtive& and h"d drlves'

Snpp(tt&ssl$r t$ pr€lnstsg*d on nro*I 06ll d*dces runnlr!* Wlndow$ operattry sy*lptn snd can be tsund lil thp $art meflu undgt All

pfogr*mg in &s Sslf rr Allenld*re fstd€{. l{ lt N9 not tr€{ns{€ited, you co|t dswnlead SupfortAsstfrt b*ls|{:

Dell SupportAssist for PCs

Anto{fidtad $ods, ffid p{edidtlYc ss8ort

{ffi

S*w*l*odi*6 e,# ttlstellitls $tip@Aeslst $tsrt{p fft*s'

SScnS{$ sn $c gpM {6}"s;r rc. fs} in*!|'l*sl q&l tetc stltistl r?*te.9'es

Settins epplication flles

x

{anrel

@ suFportAssist lnstaller
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- 83: Sirrr khi cai df;t, 
"vio 

rmg dyng SupportAssril- T3i muc Get clriver" &
I)auulolrls chqn ftrrr dE bit diu ki6m *a cic bin v6, cdp nh{t cta nriy

- ts4: Sau khi chgy, t 6., co bin cf,p nh$t, irng dr.rng s€ hi€n th6ng b{o

+ Clron tipdate.Ifow AC mArn ra di6ng tin cdc bin cfp nhdt dfi tii v6. Cho. n cdc

bin cflp nidt drrqc ciiflch6ng dugc cii vio mriy b"ing cdch tich vio 6 dAu rnSi ben

cfrp nh{t
+ Clhon fnstirll cl€ bf,t d$u qu6 tdnh c6p nh$t, kli&i d$rry lni mdy n€u inrg dr.rng y€u
c&tt

We're ready to help
Yo* carr krlrp yturr ffi)filtrut*r rutlfiins at il$ besl by pllllixillirtg the tr$ls belorr"

firrn Ni:,t ,iiln Buil;-."r::::

I

l.lostra

m #d:.-&

Optimize
network

Tune
performance

Clean
liles

6et drrvets &
do'*rnloads

Scan
hardware

J*r 3 .2021

*prit3litsTurre
Fer{ornrane*
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b) Cdi itdt *ng dsng DELL LiPdote

- BI: Tmy cSP trang:

r-r"rl0 0S l ? ?3 ? 5 {d s l l-s"qr}im*a4: upd*I p

+ Chon Version Dell Update vi dowuload img dpng

+ Chon dotynload t4i trang vla rn& ra sau khi click vdo lirik tr€n

:/

Dell Command Update
summ*rr Doiyrload Dell cornr:and update and read .elea$e Rot€s and srleeifications

ASTITCECOflTEIlI

ANTKLS F$OFENTIES

RAIE'rillslf;fiCLt

Article C6nlent

*mprmt
Ddl Cqrfimrrtd t upil't k , stard-rlonc aFglrslkFt, lor mmr're.etal CII*Bt cg{t$Ert*ts, t}st Frovide$ ugdates afr sy$lBm mflri.s t}$l ic Bl€*8ed ty

fdl. Thl€ afi'Ucsttan $lmplifis* tho 8!*S. ,imffire driw, ** ,pplhaliffi spdtte erfslemq tol 0ell &ammsrcisl tli*nl hE.dra:e" ,hi$ applicethn

ffi ds ba uled lo lsetsll drlss sier ihe og€raaiog syaten rnd neltoik drlwB tte ins'lalted bessd ffi lh? ffiPutw id*nlity.

ys( mn @ (B ,rdcle 18050r: Od, fs*m*{ C,fljd f;qpaiitw Mercset lo ff€te , epa€it8ty ol qMpul*r upd{tls lt. D€l! mmmsrisl climt

deyiffi &d tielp lvrlhs stremlino upd*te ?rlari$. oatl Comsd I UBdatq c8o As us€d 81 lhe sdpoht ta iml8ll ihoss updot€e.

Halt) &egmmdditrrtta: ostlhbhly r*ffinsrd$ ,pplfino tle htcsr ndl Cmmc*d I Updstn durhg yosr ncxl fifi€{uitd lpdsl€ rrEls. Upd$ls

mtrsr irnt fs trhcnc.rctrt} sr cbro!& lhst isppvd the relilbtfiry sd sailabtlltt ol yw r]mpulsl

Th#e s{a two dff{dstdt av$ilable ta. $s,l t$ft:trtr(j i Urds!8]

@
Docmaotttlon l-lnkc

4-2.1Dell Command

',ril'.t t{,,JrlV lr) iltlr}.11(}\,t;,i r l'{, ,

: i;ii

l-l-l q *,*t.r,, i&tffi 'rearfie

I r\ tlti,1 1 . r\,7). t'. rtr:;1.:1
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Comnrand I Update cation for Windows 10

ilxirdii.s{* ,ar Oiill L ilrnl htl(lHtrg.

,! 6et the late$t drivct
llicase ii,r'ix ,ffiJf Sr*doct detaii8 ta vkw {fd tat*$:i div{ k}fix$lritatr kx yoi.c sy6{gs.

Fixe* & Enhansenlentt
. [nhanco'l {rrsr,]i,j i ldtliarli$m.
. l'Ilrfiovsd nles*h'l 'i!.rilt la{0lnq rl*ehiirdrtn.

Versi0ri

Vdrilel tr.2-1. Alit)

ReleasE dete
d{ Jun t*:It

lmporlance
ge.lir:srl9ii{g.d

Available formats

Catessry
,<j){teitg f,r}$Udr}Ec}

Fil€ Formsll

Fil* Nurs:
&rynlud Tyg€;

fibSizei

uFdste Pnrksg€ lo! FrS Wlndo** 3ABil
ne${sffi d"Uf dEtsAppllc*tie.td.windawr 0-Wf A}:9,1-wiil-4.21 *l00.f Xt

r.flTF

27.79MS

De0 Up*sto pactuBe$ (Upl h Mftfs,3ott Wt*dedr 32bft tansl h'Ie beg| d8si{m{d lo n$ m l,gcrs*afl t!tnd0$s d4ul 0psrs$ng

BtBrqfts, Boll t pdr& P8$kroer {*Uf} h Lkr*$6{i Windor#$ 64btt ts$}tl }Mill ol1,, ruo on b$?rossdl Whdoers 64di Opqsllr0
forffiat U66{il81i6n:

a dsrire d.iver updais sc Eire lo sctecr tld on? $rrl tb opptopt ale lff ,fr]r n$€rstlry syst{r,l,

*w

- 81: C.ii tlat img dgng

lnstdl *r up$ate $ot*r syst*m wiftt tltis s*&gare

O*rls **rad *snle*tx *f s*Sware usdate

& 3**S - 3&31 &*l| kt. &* rtght* reseft'sd.

Dsll Cemrnand ! Co*figr*re
u,1.5.S,?0* {Afr*}P"pril 3*, 2831

ffiffitE*EA{Mil

{:s1# i}eiail:

Ps$'Ypiffi}* #A**ax,*
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rhe fxa#t*ddfr) Ward sdl m*# St lsb#afmr of Od
Cst$r61d lf;m{f,r* sr !e.r WuH. To mnl'irun, d*
f*axL

Xffi Octl C.cmrw**d I Configure v4,5'0-&3

ftffirs$lrrg Sl€ llrskffilkld Yirked fP Ileil
k*mard I ffa*figllts

- 83: Sau khi cdi d{t, tai itng dgng Dell Csntm&w| {fpdute, chgl Setting

-84:Tai cira sa s'e#;ng, chon tipdate settings a6 *ri6t l6p ciu hinh cho vi€c cip

nhflt bin vi';'M*;;;,iir, 
,u6t kiil,r trackcbAn cap nhdr (khuydn ngh! dA silornatic updates)

+ fi{uci; Cho ph6p {mg clyng thuc hG* hinh d$'g khi phrit hie, ra bin cap nhit

wai (khyin ngtt{ chgn Dawnlond {ipdates}

W*!ear*e

*s* *ff:$$$d i U$dsl* t*4fs5 s(,l$s tcd lL# {*4*sl Blt}$' #itfi dffitua'ii xtd *ri: af$i**!}*n

*A**l* r* 'ion uyststll itts tsS$hfs!,*a d*arl+adl aad $${&ii} its 
'rtrda1fi 

Es i'eii

t&t!*r*a
fir e|**e t*, *f{6t1i5 x* y#Jt *yltt{t$ r41{)i. fHe*X

M
LMt{s*4&

td{#$+d rytY{f ,tf€lq(t for Ycirdmics n{*lstxlltlitn

f,tr*st P {,evr{el

tx

,:
1t
u

s$ : "' rr' :' '' '"

*ptiFl*x 7il50
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Autsffistic Upd&t€3 v

Notify wrly {when updetes are aveilable)

Downlsad updates (r'{otiry when ready to instal}

Sownload and install updates (Ndify after complete)

Automatic*;ly check for upd.te8

Ch*clc for

Setting*

6enersl

\/ When updetcs ste fsund

v After updates are applied

updale Filter

lmp0rVexpo{t

Advanced 0river
He6tot€

Bms#{ n;;tke
Third Party
Licen**s

- 85: Tai cua sd Setting. chsn (lpdate Filter d,5 thitit l{p cdu hinh nhirng bin vri
. ". ).

cltroc tar ve

E SeuxlryupCxm

Q CritrcrlUpdxe*

p n*cmr*rdcdupdstss

Q eptonalupdat*$

Update

Whct to

$ettings

system

fte6t*re 0efr*lfs

Bro$

lmpfrrtlExpsrt

General

updala $ettings

qrsMnir*UFdatei

Select the updats$ yor.r would like to receive

Third Faily
Licrrnse*

EEE

Aduanccd tklvr
Etst0rs

nestore Befautts ti{

ffi updates f*r &is systen con*grration {recornmended}

\/ Hec*mmeadationLevel
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* Recommendstiott level: C6 th6 tuy chqn chi c{p.nhil nhtng ban v6 quan trgng

a fipdate Type/ Device Category, ihqn nhirng phen cin tii biur c{p nh{t (BIOS.

driver phen cirng,...)

-g;6: Sau khi thi6t l6p xong, chon OK, saud6 chqn Checlr O€ t<i6m tra cdc ban

cap nhat

I xrrAmnorlwr

I ree*c*m softwae {e.9. Dd conrrmd I Fowr l&rsgefl

I ansuparra

; Firrwst"up&ttt

! utinysonvwr

I xtotrer

E *ronc

tl cup*.t

I rnpr* {e.9. uursa. t(g&o.td}

! t*r'tvru*anAxu*oc*r

E storage(e.g H$d 6i?s,co8vo)

I vioco

! ruo*ers

v ofricafttcgory

*,wa s r! lP*rwj ,!u t.e$rs 
'tw

Settings

) B.corruncndttiont.vd

Blos

o.!r{d

Update Settinga

Advanced txiver
Rr$tora

Ih*d Paty
Liceaser

Welcume

lmporVExporl

Restore 0efsrlli$ MH

uFdat€ filter
v upaitcrypc

lt

OptiFlex 7SS0
L.,''l'f l

sfirimItS;

INM,
Lrrltffitr:
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- 87: Sau khi kii3m tra, chon Yiew Details d6 ki6m tra th6ng tin cic btn cdp nh6t

+ Chqn ciic bin cdp nhit dugc cAifth6ng ducr. c cii vio m6y bing cdch tich vio 6
Aiu m6i ban cip nh+t

- 8,8: Clrqn INSTALL dB cni dit cric birn vii dugc lga chgn, kh6i dQng lai miy
l.,,Al

trnll neu rillg drulg yell calr

$slected updat$ {6 of 6;447.1 M8)

#i c*rxa t*os*g i? o, a 28s str{s}

$ rflftdff6Fr$momwlM{ryffi1te,rmsa*arwac?t0*fi$slt{s4-stss" il ffi

tffiI

ow

sffi

I^ - I

I " *,, {.;r:,..4'r ' r.!+fii:*r il*: \\0 lli;}i:+iS:

*ptiFl*x 7*5S
: .. i ... ,: t,,.)

| .i..i i"i, t

r ,:. ; !r; ,

:
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*
$loctsr, Updates {5 of 6: 44f'1 M&)

i;' c*tr{* wd$rff {} sr 3. ?*$ 3 ME)

lrr ee.,4*{n:}tnded r&d&tl* {n d {. 1ss.8 t{Bi

: i'11.i:,:r:ij: :.;iiil:lirlll,:.1 illl ljl

OptJFlex 7*$fi

3-1-2- Ctich 2: Tcri. brtn vd's'd cii it{tt thit cdng
vn vi tirn ki6rn theo- 8L: Tmy c{p trang: dell

Serivce lag ho{c Moclel cria mdy tinh

Support

tii ban cap nhit tai urPc Search

-BZ:Chqn m}e Drivers & Dottnloads, chqn Find drives vi nh{p vao 0 Keyn'ord

tlrdng tin bin vrl cin cap nhit (trong bdi huong ddn c,$p nhqt BIOS nen sd nhdp

BIOS vdo 6 KeYword)
+ Chgn he diAu hinh dang sir ctgng cua miy

*i:r.r.,|af!rr-,4.:

ffi
I Search suPPort I
c@

lmx r FstytcQ l!g. Saritl fa!f,&cr' SfiYis Rr($!11, {i!odsl, or Xcf,mrd' (!

hsors! 1$7!60
Pffiisimrt60

Which produet can we helP You wlth?

d#*.*,.* I frffi*
I

il r:

$utrfrIt$
r,(tCtr*
r.*tgr*s*r

!swr. !i rg,r

m x
l/3 7 df, roolin{ltr{tllt &!Gf tqtslid( R.SstddtFatch?Ye#'sd i*!

sdtnt I rnutrin"rt'1,*orl

,'!m t -rW

)
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Precision 7560

< Chsui, fxoad

Porti * Acc*sdi*$eM* trffaorcrvdtr 0iql0o$tic,

S) t-et Dell automatically find driver updates for you

q

Allall

Manually find a specific driver for your Precision 7560

ffi

T
re

BrOS::-l til?it15,.:1t560erd7160Srr1rft8tO8 mry$. ffit{

Wiedo*s 10,64+ilsr05

Urgsl

ofi{

FhddflYers AManually find a specific driver for your Precision 7560

I'ifi1}bar(l DnrHs :4

tr.ct crtEaotY

'17 tldr2$?t

8qr b,

16 f(b ?Oar

Slstffi&{roffit 3l tny2{1'

tgrattgltt i t6:?10x

0 F&* Hio trsrr ftr r &lK

n 0d{cs!{6dl1sd&Aef,aknt&.rt{YalldflxxrS

u 0dlg{*ftsdlu0dd}

La6t lQEoId a l9rll
Dcdu

- 83: Chon bin vd dtrgc khuy6n nghi KiAm fi'a ngdy Release) vi chon Download

- 84: Cdi clat bin vd vtra tti vri vi khoi dQng lai mfy n6u duac y6u cAu

3.2. Diii vrri tqra chgn kh6ng cpp nh$t bfrn vrl BIOS
3.2.1. Tru1,c$p viro BIOS thay a6i cfu hinh
rr) Tiit tfnh nlng BIOS Connect:
- B1: Tnr-v cftp BIOS bnng phirn F2
- 82: Do BIOS ciic miiy kh6c nhau mi tinh ning BIOS Connect nirn o vi tri
khdc nhati:

-jr*-ftrat*n

ry &
Itefffid (lp€t$hg rrdm

x
Catewt ?tae t

,#-_.1 S.,,.,.,Irlr;Jrli; lrtr+nl) rRtF* i;j

,il

Caie!0.y

All

op.r.t*r! rytlfr

Ati

fhi' ia s coc$rqr$cire &t of r[ e.'*sblr dorynloada, $fie m, Itr€sdy be iprl]ilrd off yssr syflrm. Ie l$ Oell atrtom6lbally f{td dtivdr updal€s lot rou. ssler't Cht{t(

For i,illd:r- .roie
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+ BIOS > Update, Recovery > BIOS Connect > chuy6n sang Off
+ BIOS > Settings > SupportAssist System Resolution > BIOS Connect > Bo

chgn BIOSConnect
U; Tit tinh ning HTTPS Boot:
- BL: Truy ci'p BIOS bing Phim F2
-BZ:Do BIOS cdc mfy kh6" nhau mi tinh ning HTTPS Boot nirn t, vi tri kh6c

nhau:
+ BIOS > Connection > IITTP (s) Boot > chuy€n sang Off
+ BIOS > Settings > SupportAssist System Resolution > HTTPS Boot > 86

chgn HTTPS Boot
3.2.2. Sfr dgng rinrg dgng DELL Commanrl
- 81: CAi ditung dung & muc 1.1.2 (Bu6c 1,2)
-82: Vio irng dung Dell Command Configure Wizard

- BJ: T+i mUc Creste Multiptatforut Packef. tAi 6 tim ki,Srn nh{p BIOSCorutect

+ Tim ddng c6 c*tegory li support Assist; it{tme lit Blosconnect

Create Multiplatform Fackage
Ctrf€@ s g.M* ini tq d, sYslmg

rfi.x iBe3ii ,t gfst *Ya!&a!*

c*itstt ' ' Nm

A{84*i CotrtlEJr . Arqr!

,6$ncfi C€4*qirr.. Pd€fr*S$eed

crurBs)3lArilrmftli$*ltnsSlt r,st Srarirted

Ad{rm r$r(p{cis{d

C+wlrie#?c*l* ir;l iiDtifi*{,

tululrt k*lw liot$!€t:111e{l

c9*xltifre *ol $P*tiied

fottPro{iit I'l0t Sdee$8d

r
ffltlsr

HEnoSa : f$Yfmfq*

q

vtB$ I{rlrt? *l cie*t*r, 0{cl(a&t

f.rq nUce s.ttia{,

,8rtoryFrstrge

cnrt. Mr*tipktfs P*}rgE
Sriling$ le 6ll F6silrq dditsre

craatr Lrcal slluflr Frettgl
Sf'ttt?3 frct tnf Nt?n1 9?5!ffi

oFe{lr 0*ll nr*orrlmondsd N|a*3
tI** 5stlisot trm [€tr1 Rffimms]ded Pedaa{€

l;rt! :.,r I rir1,s

N9l -qpari,ied

t'r$l fttriil*, CrnSX$ti frtl[ U*S€6t,

toflliias &r iytlcft rsffi

oi$d{/6rnd cdqfiFtrgille

tllrplay8 {04 c$3sre* lt*

pis!tsts ard e0{lGirs $0

Dis$trys 8rd coflt9tis 3B

Cris$d$ 800 id{t$Eul6 SIO

oscril|Il

css$HA€tll*9*a

Adr*rcen csnligtr,.

Adistfldq$$D..

8&9c$t*d Es#€

8$$Cotrlstt Rdse

B,i]$ rrnre{! PtcBle

Bll$Son*afl !Yel*3

ffi nett corrnrnand I canfidure ,r3$ fi1 , - f x
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.crr#riJr frrtie*ai 
'+ot 

$4pe{l16d $dl6 im lmney llxi sas lo

Creste Multiplalform Package

Sp6il fr ff4i, B 
':1 

r r' d i* 811*,1 Y$ka$A
ll.. :-,1.?.-i. .1r..,,ii..,..t,)r'i''n.e!"

60lr the lffIlla, tOf, m$rs

Sptn a Sivrll i ,!. i,*gt
f.t!i rr:f1 'rt.i f'. r , ' t, i.rl+utly r8\t:4 ,;{i\:ttir:a

}.or qpiil${, li{tssAlA,xxrgla*snlrft

9!#!rjo

t{bl$rmlrLd . .: IuNrcdd.e0rdthelhut

r$r s!.d$€d

*;xJrtri(isr,9i{is*ssrt }s9t S*r$i*d

ilrr S*rllr*l $s!' eutra6,*ld ert* br

Co6iil{a a gssaic * io, rl sJ6luBs

Ctst. l,lultifidt s,r[ Prdn[e
Seltifi$ ls r, Fririos t .{r6rs

Cro*t* I'o*rl t7!l.rni lr*{kefo
tiitl a, lt iiia| i:. ; t..:1i i:t;{:rJ

L@

I-aErosoonn cr IrF@@]:
I ryrs. ilry1glr rTm

Sl3t3

Sd&8

Carirllstcri

Stdrits

$i-*ISo

&'ltrge

Su'ra.r 4s$

919pst Asrl

Stfrjr #ivtldrt

{:al**n.} r ; rfr.rP

+ Tai cdt l/tlue to Set chgn Disable

- 84: Tai nrtrc Create Mattiptatform Pocket, tai 6 tim ki6rn nh6p HTTPSBoot
+ Tim ddng cb Category li Connection; Name li HTTPSBoot

i;.irjlntll L,-..;.a\ lirl)t/,!l|';{7ta:';ia*ir;#.Y N6! Srrmitld

';*:art

L&,

glrrqt A3r,it Auta4$Ss*syiasstsd i Nd Sp*ifled ?

fhlrifs $u oilat

[,ralr,tr tr di]a*tP

a.lt tti! t., .at r). .,,., pirlloiliis

erqata Ltral rr*&r.ril Pelaga
!;*U-r^g.'i, @1 lt1f, - ;, - i sttlttt\

Oprn t Osll fteerdrendcd Pack Sc

iJa! ar[rrli irg{ i i (aiffi*s{ttr tE(urtr

C{d.{$r, '
S:s-+!€

Uew

Create Multiplatform Package
Cott$r€ E !s,E*c *{ lot 6ll i'3te}B

rd*,aa*: ..j &w, fi'lr.lidriG

: Not speifu : Seis tl€ lxlisrY lu

ElOsconficct

u*rbld irP$affiq.i ocsiFaiql

I Not Spelf,ed

"w g$)t wril*nd I carrl-,sur*

4[ Pell*Rmman* i coi'itrqulr

*?l*nx

*?i-tx

F&kldr l{isl6ry
Y *r! tl rllcf! *: ir : '-1.i?d Fffi*r{$

l] elve ur your leadba<*

3 atkage ilttlar"l
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l}.1tt*.!*4"1 Ll^)n*w,i{liaj I 
t'101 s}d{ttrsd t : (1!?i'g+ fr *itnhl!

t:.\?*1,;ntr&akr'J 9<'.tl!.Y,:4'irs\nsr:a i No, EPt'*r!' t nJori'li):' ff pirl tl

i;.ltlrit:lttiittt fi:],1.!:{1s?li.i{t 1io fror Srxiir*C r 'i:ltl*s9 
')t)i 'Er!'r

{;*tt?gw{,ir1 ,,f.tr'"iL* Y,'14*& , Xol Spee;*rU : : 0t?trminrz il Et*t

f*d-ryw!
I irrrBrtmo{ |M

rpstte{{iry : Oeuro

I f'lof SPeci*.erf !'r?l'Bt mdi4ehh

@
I ratr

irtt8adPi$r3rf,!Confsn*ifi t,ffitd'er$r9rn*t,

**eryry , llrlH io S.4l

vi61

fildlt&&lq.W7r*x4*
tntr*l$ lfi s{ pw{t*e dI*fffi.s

Ca.,1t,*y{;{tt ,nit

irrJ:{tdif; ,'4rt.*titit Noifpef*ed -l Eell1ttinpmil

Qrcnte Multiplatform Packsge

Cfiot$m | {ffie$a il* tol 0t st*tffit

&'est #,Ysl6xtc

+ Tai c}tVal$e to Set chQn Disable

t4'd'#s;ririrl &1t4r.pLra*1v,4#t tdal sp*lfiFd t r t+lfqfiirlF9 ll8!{!Y

Create Multiplatfcnn Paekage

1re; E€sis ?

: ?jFioSCCdrgdy . ,{ffi

'lllttt ,trarrq afil1+;

: llal gP*jfEd , UeaB@lPnlt$euC$tSr*t** Uffi.tt$€cn{Y

&et* irdlipls*l.m Msgt
lqlltr4i ltr *s irrslilis F&Jlqi$s

f--Prh**t

i r#rt*f :o$dilm

{:4nt?.'.?.n t*?*jq}|t!x* Nat S{lfi"d

t*t1r*aru* '*!$ttLr*;*1!*t irst $pmittP r I

Carr*'|,:n !'it!*:rrxlitllr.tr tlsl 68PJll,*{,

$€da *,v31il*.

- BI: San khi thitit l{p BIOSConnect va IITTPSBooI, chgn EXPORT-EXE vir

chqn ncri luu file c*u hinh

i.,',-',,r;:,,: L iiirr)l1ri,-l

1& '4
!.f

cr*sle Lsfid $}?!sm P#&sU?

a+*r\!)|'l | \* \rtx /:i ? r* 11 4'l\'*

{rfsff m nelf Es*ffitrtd*4.7$xkaY
( I .,S1 .:t r,,u L).-: ., "..a,:\-'j.1: 

r'aill'r

opsn a S{vqd FaE*a{u

l,!:r ,4tft:tr llr"{n t pt,!itr1!t \ !t"1!qd 
'xlJillrt

wfrEk.egt Ni,lqqy
'l t! l:':':t| r., att!*.i':.|tr).,i;15

- .-.. '.. *i

ffi1 b'tt* conrr*r*lid I c**1fi qure

U *tta $n yN lerlitsacl<

!:r*&lr Lqcsl Slilm Fdrh60*

Sdtrnca P@ !iI8 {r{fl, 5}&tta

*F€n a 0drl neommendsd Fet gq

l"lif ,eflfi*t rit* tldi 44qtf,flt1,$i,erf !'11.1{64+

apln ! sffid Pelngt
Itw #Jteq+ 1106 s lsffiBir 9mrr clits4g

f**rgs stBtrry
'tid€'nig.$$ tl t.1**trel #eie$E
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- 86: Chay file cdu hinh vrta xu$t r" vi khoi dQng lqi mdy dA hoin tdt ttritit l{p c6u

hinh cho BIOS

4. Tni H$u tham khrio

https:ilu.rvw.dell.comlsupportlkbdoc/en-vn1000188682/dsa-2021-106-dell-

client-plattorm-security-update-for-multiple-r,ulnerabilities-in-the-supportassist-

bio sconn ec t-feature-and-https-boot-t'eature


